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1) Accessing the EmploymentCheck system 
 

1.1. The Homepage 
 
From the homepage, you can: 
 

• Go to the ‘Login’ page. 
• View the ‘Privacy Policy’ page. 
• View the other homepage content such as the ‘DBS Guidance’ page. 

 
 

 
Fig 1. EmploymentCheck ‘Homepage’. 
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1.2. Logging into the system 
 
When your DBS ID verifier account is created by your organisation, you will receive an 
automated email from the DBS system which contains your access credentials. 
 
This email will contain your username and a link to set your password; this link will 
appear as ‘Set a new password’ within the email. Click on this link to set your chosen 
password. 
 

 
Fig 2. Set a password email link wording. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Enter and re-enter your password into the fields indicated onscreen. The system can 
generate a password by clicking on the ‘Generate’ button, you will then need to re-
enter the same password manually.  
 

 
Fig 3. Set password confirmation fields. 

 
Once you’ve set your password and securely made a note of it, you can now login to 
the DBS system. Enter the username provided to you in the account creation email 
along with the password you have set. 

 

Passwords must be at least ten characters in length and 
contain characters from three of the following four 
categories:  
 

1. Alphabetic uppercase characters (A through Z)  
2. Alphabetic lowercase characters (a through z)  
3. Numeric 10 digits (0 through 9)  
4. Non-alphabetic Characters (for example, $, #, %) 
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Fig 4. Example ‘Login’ page. 

 
Once the username and password have been entered and you’ve clicked on the 
‘Login’ button, you will be presented with the ‘MFA Registration’ page. 
 
 
 
 
 
 
 
 
 
 

1.3. MFA 
 
There are two MFA methods in use on EmploymentCheck; using a certified third-party 
iOS/Android authentication app to register a device and generate a One-Time 
Passcode (OTP) for each logon attempt or via an OTP code sent via email to the users 
registered email address for each logon attempt. In both instances, the OTP code is 
required each time the authenticated user attempts to access the system. 

 
 
 
 
 
 
 
 
 
 
 
 

 

Use of Multi-Factor Authentication (MFA) is mandatory for all 
ID verifier accounts on the EmploymentCheck system. 

 

Using your credentials and the OTP together means two-
factors are required to allow access to the system, this helps 
to protect your organisation information. 
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1.3.1 App Method 
 
When you have logged into the DBS system, you will be presented with the below 
screen where you will need to register to use Multi-Factor Authentication (MFA): 
 

 
Fig 5. MFA Registration page. 

 
To use the ‘App’ method, you will need to click on the ‘Generate code using mobile 
app’ option which will take you to the ‘App Registration’ page.  
 

 
Fig 6. MFA App Route Registration page. 

 
Then download/open the authenticator app on your smartphone device.  
 
 
 
 
 
 

 

We recommend using ‘Google Authenticator’ or ‘Microsoft 
Authenticator’ but the functionality is compatible with any of 
the recognised authentication applications on either iOS or 
Android devices. 
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If you have used the authenticator app before, when you open the app, you’ll see 
your existing accounts already linked to the authentication app. 
 
There are two options to establish the link between the authentication app and the 
user account; either scan the QR code from the EmploymentCheck webpage or enter 
the setup key code from the EmploymentCheck webpage. 
 
Once the device has been registered, you can then enter the OTP in the ‘Passcode’ 
field on EmploymentCheck.  
 
After entering the OTP into the ‘Passcode’ field, then click on the ‘Register Device’ 
button. 
 
 

 
Fig 7. MFA Email Route – Passcode field. 

 
You will then be presented with the EmploymentCheck ‘Terms and Conditions’. 
Accepting these terms will grant you access into the system. 
 
 
 
 
 
 
 
 
 
 
Once you have linked your account to the authentication app, you will be required to 
enter the OTP each time you need to access the EmploymentCheck system. 

 
 
 
 
 
 
 
 
 
 
 
1.3.2 Email Code Method 
 
For users who are unable to access/download the authentication app, an alternative 
email authentication route is available. This process will need to be completed each 
time you log into the system. 

 

 

The OTP code on the authentication app resets every 30 
seconds, the system will only allow you to enter the same 
code once, else you will need to wait for a new code to be 
generated.  

 

The terms and conditions are set by your organisation, most 
commonly these will provide a link to the organisation’s 
privacy notice, ID verification information and other useful 
guidance. 



  

 
 

EmploymentCheck is a trading style of Commercial Services Kent Ltd (Reg No. 5858177) a company wholly owned by Kent County Council. 
Registered in England and Wales. Registered Office: 1 Abbey Wood Road, Kings Hill, West Malling, Kent ME19 4YT.  

 
 
 
 
 
 
 
 
When you have logged into the online DBS system, you will be presented with the 
below screen where you will need opt to receive the one-time code via email. 
 
You will need to click on the ‘Receive one time code via email’ option.  
 

 
Fig 8. MFA Email Route Registration page. 

 
An automated email will be triggered by the system and will be sent to the email 
address registered against your account. 
 
A confirmation message will be displayed onscreen. 
 
Once the email has been received, you will need to click on the ‘Login using email 
code’ button. 
 

 
Fig 9. MFA Email Route Confirmation. 

 
You will then be presented with the email OTP verification page as below. 
 

 

We recommend the mobile app authentication route is used 
wherever possible. This option provides the most secure 
means of accessing the system. 
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Fig 10. Enter MFA Email OTP Code. 

 
You will need to enter the OTP code sent to your registered email address into the 
‘Code by Email’ field. 
 

 
Fig 11. Enter MFA Email OTP Code Field. 

 
You will then need to click on the ‘Validate’ button. A new OTP code can be 
generated using the ‘Send new email code’ button.  
 

 
Fig 12. Send New MFA Email OTP Code Button. 

 
If the email method is used, this process will need to be completed each time you 
need to access the online DBS system.  
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You will then be presented with the EmploymentCheck ‘Terms and Conditions’. 
 

 
Fig 13. Example Terms and Conditions. 

 
 
Accepting these terms will grant you access into the system. To do this click on ‘Yes’ 
under the ‘Accept All Terms and Conditions’ heading. 
 

 
Fig 14. Accept Terms and Conditions buttons. 

 
 
 
 
 
 

 

 

Please note that if you request multiple codes, only the most 
recent code will be valid. If the email has not been received, 
make sure to check your ‘Junk’/’Spam’ folders within your 
inbox. 
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1.4. Forgotten passwords 
 
If you’ve forgotten your password, you should click the ‘Forgot my password’ link on 
the ‘Login’ page below the username and password fields.  
 

 
Fig 15. ‘Forgot my password’ link on ‘Login’ page. 

 
You will then be prompted to enter your username and will need to click on the 
‘Request a reset’ button. You will then receive an email with a secure link enabling 
you to access the system to change your password. 
 

 
Fig 16. Forgot my password process – username field. 

 
 
 
 

  

 

If your password is entered incorrectly three times, your 
access to the site will be revoked, and you will need to 
contact your administrator to reactivate the account. 
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1.5. Logging out of the system 

 
To log out of the system, click on the ‘Logout’ option from the left-hand navigation 
panel. 
 

 
Fig 17. Logout Option. 

 
 

2) Editing your account details 
 
All users can edit their own account details including resetting their password. The 
‘Forename’, ‘Surname’ and ‘Contact Email Address’ can be amended by clicking on 
the ‘My Account’ option from the navigation panel. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Passwords must be at least ten characters in length and 
contain characters from three of the following four 
categories:  
 

5. Alphabetic uppercase characters (A through Z)  
6. Alphabetic lowercase characters (a through z)  
7. Numeric 10 digits (0 through 9)  
8. Non-Alphabetic Characters (for example, $, #, %) 
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Fig 18. ‘My Account’ details. 

 
3) Completing the DBS ID Verification Process 

 
Once the applicant has submitted their section of application form, you will receive 
an automated email requesting that you to log into the system to complete the ID 
verification process. You will need to complete the identity verification whilst 
adhering to the DBS ID verification guidelines. A link to those guidelines can be found 
below: 
 
DBS Standard/Enhanced Verification Guidance 
 
DBS Basic Verification Guidance 
      
 
 
 
 
 
 
 
 
 
 
As part of your role and responsibility as the ID verifier, you must: 
 

• Follow the ID checking guidance. 
 

• Make sure that any details of current passport, driving licence and national 
insurance number are included on the electronic application form. If the 
applicant has completed these fields, you will see the details in the ‘Group 1’ 

 

Please note that the verification requirements vary depending 
on the level of disclosure required, make sure you follow the 
correct guidance based on the disclosure level of the check 
you are verifying. 

https://www.gov.uk/government/publications/dbs-identity-checking-guidelines/id-checking-guidelines-for-standardenhanced-dbs-check-applications-from-22-april-2025
https://www.gov.uk/government/publications/basic-check-guidance-and-policies/basic-check-id-checking-guidelines-from-22-april-2025
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documents fields. You should check the information entered by the applicant 
against the document(s) you are verifying – and make updates where required. 

 
• Seek photographic identity documents (passport, driving licence, e-Visa or 

PASS card) in the first instance. This can be used to compare the applicant’s 
likeness. Check and validate the information provided on the application form 
by the applicant. 

 
• Check that the application form is completed in full and the information it 

contains is accurate.  For example, that all addresses lived at in the last 5 
years and names known by have been declared and are accurate. Failure to do 
this can result in delays in processing and the withdrawal of applications. 
 

• Make sure the applicant fills in the address part of the form correctly if they 
have an unusual address, for example if they live abroad, in student 
accommodation or a hostel. 
 

• Use a document type only once in the document count. For example, don’t 
accept two bank statements as two of the required documents if they are 
from the same bank. 

 
• Not alter or amend the application form without the knowledge or agreement 

of the applicant. 
 
 
 
 
 
 
 
 
 
 

3.1. ‘Pending Applications’ page 
 
Once logged in, the options available to you from the navigation panel include: 
 

• Editing your own account details via the ‘My Account’ page. 
• Accessing the ‘Pending Applications’ page to carry out verifications of checks. 
• Viewing the ‘ID Verifier FAQ’s’.  

 
To view the list of applications requiring ID verification, you should select the 
‘Pending Applications’ option from the navigation panel. 
 

 

The identity checker cannot verify the identity of a relative or 
partner, people who live in the same house as them, or a 
personal friend. 

https://www.gov.uk/government/publications/dbs-unusual-addresses-guidance/dbs-unusual-addresses-guide
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Fig 19. ID verifier navigation panel. 

 
 
 
 
 
 
 
 
 
 
 
This page will display a list of those applicants where the ID verification is 
outstanding. To proceed with the verification of an application, you will need to click 
on the ‘Verify’ button (denoted by a green tick icon) under the ‘Actions’ column. 
 

 
Fig 20. ‘Pending Applications’ page. 

 

 

If you’ve been set up with a multi-access login, you will need 
to choose the ‘ID Verifier’ option from the role picker in the 
navigation panel. You cannot successfully complete the 
verification using the admin role assigned to your account. 
This will delay the application, and the form will need to be 
returned to you. 
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3.2. Applicant Details Summary 
 
The next screen provides a preview of the details the applicant has entered to allow 
you to verify the ID against this information. 
 
At the top of this screen, you will see a link to the ID verification guidance. Please 
ensure you have reviewed these requirements, and you are aware of your 
responsibilities as the ID verifier prior to completing the verification. 
 
The applicant’s name, date of birth, entered gender, position, NI number, surname at 
birth, place of birth and contact number will be displayed. 
 

 
Fig 21. Applicant Details. 
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Below the overview of the information, the address history entered by the applicant 
will be displayed which will cover their full five-year address history. 
 

 
Fig 22. Address History. 

 
 
The applicant will have completed their previous name history, recording all names 
by which they have been known by. You must check that this information is accurate, 
failure to do this can result in delays in processing and the withdrawal of 
applications. 

 

 
Fig 23. Name History. 

 
Once the address and name histories along with the rest of the applicant details have 
been checked, you can proceed to input the verification option used and add the 
document selection details. 
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3.3. Verification Options 
 
There are three ways in which ID documents can be viewed and validated – the DBS 
refer to this as the verification ‘Option’ used.  
 
You must use option one unless it is impossible to have a face-to-face appointment 
with the applicant. If you are unable to use option one, the reasons need to be 
recorded and option two can be considered. If option two is impossible, the reasons 
must be recorded and option three can be used.  
 
All documents must be physical documents, unless you are viewing the applicant’s 
eVisa on the Home Office view and prove site or a digital PASS card with QR code that 
has been checked. You cannot accept photocopies or scanned documents. Documents 
printed from the internet, for example bank statements, are not acceptable for ID 
purposes. The applicant can ask their bank to print off a bank statement for them and 
endorse it with a stamp and signature if they do not have hard copy bank statements. 
 
You will be presented with a tooltip onscreen to advise you on how to complete this 
section in line with the DBS guidance. 
 

 
Fig 24. ID Verification Options - tooltip. 

 
Below the tooltip, you will be presented with the three options on screen and will 
need to select the applicable option.  
 
The DBS advise the following regarding the selection of the verification option: 
 

• Option one 
 
The ID check should be done in person, allowing the ID checker to view the physical 
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documents, or eVisa, or digital PASS card, in the presence of the individual. 
 
If you cannot use option 1, please consider using digital identity verification 
before considering option 2. 
 

• Option two 
 
The ID checker can conduct the ID check via video link – for example Google Meet or 
FaceTime. In these circumstances the ID checker must be in possession of the 
physical documents. These can be posted to the ID checker in advance of the virtual 
call. Any risks identified when using live video must be assessed and mitigated by 
you. You must not rely on the inspection of the documents via a live video link, or by 
checking a faxed or scanned copy of the document. 
 
If option two is used, you must keep a record of why option one was impossible, 
along with a record of the documents used to validate the identity, for a minimum 
of 2 years. The rationale must be specific to the individual ID verification, it is not 
acceptable to default to the use of options two or three. You should also consider 
using digital identity verification. 
 

• Option three 
 
The ID check can be completed via video link – for example Google Meet or FaceTime 
– without the ID checker being in physical possession of the ID documents. The details 
of the documents, as set out above, must be recorded and stored at the time of the 
video link ID check. The documents must be presented to the ID checker on the first 
day of employment. The ID checker must record the date the ID check was completed 
in person and cross reference the details recorded from the video link ID check. If 
there are any discrepancies the DBS check may be invalid. 
 
If option three is used you must keep a record of why options one and option two 
were impossible, along with a record of the documents used to validate the 
identity, for a minimum of 2 years. The rationale must be specific to the 
individual ID verification, it is not acceptable to default to the use of options two 
or three as part of your process. 
 
 
 
 
 
 
 
 
 
 

 

If you use option two or three, you will be required to record 
the reasons why option 1 could not be used. These responses 
are saved against the application and may be subject to DBS 
audits. 
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Fig 25. ID Verification Options - selection. 

 
If option one is being used, where you are completing the verification in the presence 
of the applicant and you are in possession of the physical documents, you will need to 
select this option by clicking on the blue box presented under ‘Option 1’. 
 
The DBS advise that ‘If you cannot use option 1, please consider using digital 
identity verification before considering option 2.’ 
 

 
Fig 26. ID Verification Options – ‘Option 1’ selection. 

 
If option two is being used, where you are completing the verification via video link, 
but you are in possession of the physical documents, you will need to select this 
option by clicking on the blue box presented under ‘Option 2’. 
 
You will need to confirm the reason why option one could not be used in the box 
indicated. This is a mandatory field and may be subject to DBS audit. 
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Fig 27. ID Verification Options – ‘Option 2’ selection and input field. 

 
If option three is being used to complete the verification, where you are completing 
the verification via video link, but you are not in possession of the physical 
documents, you will need to select this option by clicking on the blue box presented 
under ‘Option 3’. 
 
You will need to confirm the reason why option one could not be used in the box 
indicated. This is a mandatory field and may be subject to DBS audit. 
 
You will also need to confirm the reason why option two could not be used in the box 
indicated. This is a mandatory field and may be subject to DBS audit. 
 

 
Fig 28. ID Verification Options – ‘Option 3’ selection and input fields. 
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3.4. Verification Routes 
 
Once the verification option has been selected, the ID verification banner at the top 
of the page will be updated, and you will be permitted to proceed with the 
completion of the verification. 
 
 
 
 
 
 
 
 
 
 
  

 
Fig 29. ID Verification banner. 

 
3.4.1. Standard/Enhanced Checks 
 
For ‘Standard’ or ‘Enhanced’ checks, there are three routes available to verify the 
identity of the applicant – this is known as the three route ID checking process. You 
must use route 1 where possible. You can only move on to route 2 if the applicant is 
unable to present the documents needed in route 1. 
 
All verifications must be completed in line with the DBS guidance. 
 
Route 1 
 
The applicant must be able to show: 
 

• one document from Group 1, below 
• two further documents from either Group 1, or Group 2a, or 2b, below 

 
The combination of documents presented must confirm the applicant’s name and 
date of birth. 
 
Route 2 
 
Route 2 can only be used if it’s impossible to process the application through Route 1. 
 
The organisation conducting the ID check must then also use an appropriate 
external ID verification service to check the application. 
 
If the applicant doesn’t have any of the documents in Group 1, then they must be 
able to show: 
 

 

You will see a banner showing which route you are currently 
on and what ID combination is required for that route. This 
will change as you move through the different routes. 
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• one document from Group 2a 
• two further documents from either Group 2a or 2b 

 
The combination of documents presented must confirm the applicant’s name and 
date of birth. 
 
Route 3 
 
Route 3 can only be used if it’s impossible to process the application through Routes 1 
or 2. 
 
For Route 3, the applicant must be able to show: 
 

• a birth certificate issued after the time of birth (UK, Isle of Man and Channel 
Islands) 

• one document from Group 2a 
• three further documents from Group 2a or 2b 

 
The combination of documents presented must confirm the applicant’s name and 
date of birth. 
 
If the applicant can’t provide these documents, they may need to be fingerprinted. 
 
3.4.2. DBS Basic Checks 
 
For ‘Basic’ checks, there are two routes available to verify the identity of the 
applicant – this is known as the two route ID checking process. You must use route 1 
where possible. You can only move on to route 2 if the applicant is unable to present 
the documents needed in route 1. 
 
All verifications must be completed in line with the DBS guidance. 
 
Route 1 
 
The applicant must be able to show the following: 
 

• 1 document from Group 1, below; and 
• 1 further document from either Group 1, or Group 2a or 2b, below 

 
The combination of documents presented must confirm the applicant’s name and 
date of birth. If this can’t be achieved within 2 documents a third can be selected. 
The applicant should have their identity validated using Route 1. If an applicant can’t 
provide Route 1 documents, Route 2 may be used once the ID checker is satisfied 
there’s a valid reason following a discussion with the applicant. 
 
Route 2 
 
If the applicant doesn’t have any of the documents in Group 1, they must be able to 
show: 
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• 1 document from Group 2a 
• 2 further documents from either Group 2a or 2b 

 
The combination of documents presented must confirm the applicant’s name and 
date of birth. 
 
If an applicant is unable to provide this documentation they can’t submit an 
application for a DBS basic check. 
 
 

3.5. Document Groups 
 
The document groups are mirrored across Standard/Enhanced and DBS Basic check 
types. 
 
3.5.1. Group 1  
 

 
Fig 30. Group 1 Documents. 
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3.5.2. Group 2a 
 

 
Fig 31. Group 2a Documents. 

 
3.5.3. Group 2b 
 

 
Fig 32. Group 2b Documents. 
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3.6. Recording Document Types and Document Details 
 
The DBS guidance states that organisations must: 
 
Keep a record of the documents used to validate each identity for a minimum of 2 
years. This is in line with compliance activity carried out by DBS. DBS will ask for 
records of documents checked as part of ID verification as part of this process. 
Documents can be recorded as copies of physical documents or PDF evidence of 
eVisa. If it is not possible to keep copies you should record: 
 

• document type, 
• country of issue 
• any expiry date, 
• any reference numbers, and 
• notes if there were any discrepancies discussed as part of the ID verification 

process. 
 
The documents entered onto the EmploymentCheck system will be retained for 2 
years after an application is archived. You are required to select the document type 
and complete the document details for all documents used for the verification. 
 
Tooltips are presented next to all document types, these tooltips provide additional 
information relating to the ID verification document such as the validity criteria. Click 
on the icon next to each document to view the tooltip. 
 

 
Fig 33. Document tooltip icon. 

 

 
Fig 34. Example document type - passport. 

 
Once you have selected the document type, the details fields will be displayed. 
Mandatory fields will be denoted with an asterisk. 
 
To select a document type, click on the tick box next to the document. You will be 
required to enter the document details which will be saved against the application 
and recorded within the applicant history. 
 
You must add all documents which have been used to fulfil the route requirements 
for the verification, you will not be able to submit the form if mandatory fields have 
not been completed or the route requirements have not been met. 
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Fig 35. Example document type – passport input fields. 

 
The fields on the online application form are validated to prevent invalid data entry.  
The system will highlight data exception errors such as mandatory fields or invalid 
data entries e.g. invalid date of issue. Erroneous fields will be highlighted in red, and 
an error message will be presented. 
 
The ID verification banner which is displayed at the top of the page will be 
dynamically updated based on the documents selected and will advise of the 
outstanding route requirements to complete the verification. 
 
In the first instance, Route 1 will be presented. 
 
If the applicant cannot provide sufficient ID to meet Route 1, you should click on the 
‘Click here if the Applicant does not have any documents from Group 1’ button. 
 

 
Fig 36. ‘Click here if the Applicant does not have any documents from Group 1’ button. 

 
The following section differs between the Standard/Enhanced check type and the 
Basic check type. 
 
3.6.1. Standard/Enhanced – Route 2 External ID Check 
 
The external ID check which is conducted via Experian is only required for Route 2/3 
for ‘DBS Standard’/‘DBS Enhanced’ disclosures. This is not offered for ‘DBS Basic’ 
checks. 
 
Once you click on the button shown above, this will then display the relevant ID 
groups for Route Two including an external ID check. 
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Fig 37. External ID check button. 

 
 
 
 
 
 
 
 
 
 
If the external ID check which is completed via Experian is not successful in 
establishing the identity of the applicant, the application will be routed to route 3, 
where additional documents will be requested. 
 

3.7. Submission 
 
Once the requirements for the verification route have been fulfilled, the banner at 
the top of the page will turn green to confirm that the ID verification route has been 
completed. The system will prevent the selection of additional ID documents. 
 
Finally, you will need give your declaration to confirm that you have checked the 
applicant details and their supplied documentation. You need to actively agree to the 
declaration statements by clicking on the declaration to confirm that the information 
provided in support of the application is complete and true. 
 

 
Fig 38. ID Verifier declaration statements. 

 

 

Your organisation will be charged for conducting an external 
ID check. Please keep this in mind when using this route. 
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Once the ID verification has been completed, click on the ‘Submit ID Verification’ 
button as below. This will pass the completed application to your organisation to 
submit this via E-bulk to the DBS.  
 

 
Fig 39. ‘Submit ID Verification’ button. 

 
A message will appear onscreen to confirm that the check has been progressed. 

 

 
Fig 40. ID verification completed message. 

 
4) Verification Reminder Emails 

 
ID verifiers are required to complete the ID verification promptly to prevent any 
potential delays receiving the disclosure result which could then impact an 
individual’s start date of employment.  
 
If the identity verification is not completed within the timescales set by your 
organisation, automated reminder emails will be sent by the system to you until the 
ID verification has been completed. 
 
These reminders will continue to be triggered until the verification is progressed. If 
you are assigned as the ID verifier for an application that is no longer required, please 
contact your representative.  
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